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-
What is the Exchange Network?

An Internet and standards-based method for
exchanging environmental information between partners

Network Overview Key Components

e Data Standards and Standard
Protocols

* Nodes

« XML Schema/Registry

* Trading Partner Agreements

* Grant Program




Purpose of Network

Supports automated exchange of data
Enables timely and accurate exchange
Reduces reporting burden

Improves data quality

>
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-
Types of Data Exchanges

on the Network

State to-EPA EPA-to-State
Facility Data to FRS =  TRI Data Submissions
Water Quality Data to WQX = Substance and Chemical
Drinking Water Data to SDWIS Data
Haz Waste Data to RCRAInfo « Facility Data from FRS
Air Emissions Data to NEI - Air Quality Data

Air Quality Data to AQS

State-to-State Intrastate and Local Agencies
=  Water Quality Data e Environmental Data to Health
= Hazardous Waste Departments
Transporters e Drinking Water Labs to States
= Air Quality Data e Homeland Security/Law
= Homeland Security Data Enforcement Data

e County Water Data




-
Status of State Nodes

October 2007

Operational Development Planning
Nodes | Clients | Nodes | Clients | Nodes | Clients
States 50 0 3 0 1 0
Tribes 1 6 5 0 16 0
Territories 0 0 2 0 0 0
Other Partners 0 1 0 0 0 0
Total 51 7 10 0 17 0

Many States/Tribes have Nodes
You can exchange Emissions
Data through these Nodes!
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e
What i1s a Network Node?

“A simple environmental information Web service that initiates requests
for information, processes authorized queries, and sends/receives the
requested information in a standard format.”

— Is a Server accessible on the Web

— Complies with the protocols to ensure secure
exchanges

— Sends and receives standards-based messages
— Returns requested information as XML
— Each partner has only one Node

ﬂ <«+—» Node Internet <«— Node
U
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-
Node Client Applications

— Simplify access to services on full Network Nodes
> Cannot listen (and respond) to requests from other nodes

— Human-to-Machine interaction
— Easy to install and use

— Available in .NET and JAVA versions

— Node Client Software Developer Kit (SDK) - simplifies
Integrating Node client functions (web service calls) with
just a few lines of script

— Local Agencies who are not eligible for grants can use free
node client

% (Yol H
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Node Client EPA JAVA/Velocity

A Node Client

File window Help

Bas@ e e @

fa Submit File to Node

Description: | MEI Test Submission

Mode: CO Tesk  w

Data Flow: | MEI L

File To Submit;

Document: CMEIsample. xml

Docurent Type: | =ML W

| &1 Submit File to Node

Submit Response

% S ‘“’
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Node Client Lite (Windsor -.NET

5‘1, ModeClientLite by Windsor Solutions, Inc. v.0.

File Edit To Plugins
- Request
"I Things T can do Data Flow:
@D Cconnect to Node Service:
A GetData
Parameters:

% Upload Docurents
& Download Documents
12 Send Message

A

1 ’—1\
(=
DAY

S Activity Log

Things I have done

@ Transaction Log

s
".:2,} My Preferences

0 Services
¥ application

Request Type

Reeturn only

9.8.1709%

=X

WO

|WQ}-{.GetResuItByParameters_\r1.D|

Crganizationldentifier

MonitoringLocationIdentifier {Cptional)

ProjectIdentifier {Optional)

ActivityStartDateBeqgin (Optional)

AckivityStartDateEnd (Optional)

9 &
9 &
9 &
9 &
N Rl

&) Show the results now (best for small requests)

rows |0 2 1 &) allrows

O Download later (best for large requests)

Node
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Network Desktop (EPA -.NET

File  Tools  Security  Options  Help

:% Submit

Exchange Metwark Submit Wizard

This page allows you to select a data flow Choose File to Submit .

and a docurnent to be subritted. The

transaction ID parameter is optional, it is .
used only if the file is associated with a Submit
presious subrnission,

Choose an Endpoint: hittps : /fcdxnode. epa.govfodx fservicesMetworkModePor tType_410 -

Transaction ID: | |

Exchange: | ME |

Document: |C:'|,NEIsampIe.me | —

Document Type: = XML i :@ZIF' i Other

Q-8

o,;"\
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Heartland Emergency Response Client
HERE

E? HERE Client Help

Hide Back Haome Print  Options
L | Dashboard 1
.2 Lt
= L[] About HERE Client
The Dashboard provides summary-level information about the HERE Client as well as access to the task scheduler,
= @ Site Detail % HERE Smart Client - BETA (Build #20070808.1)
Fle Edit Sites Tools Help
s Saved Searches
“Z | Application Status —
= |Sam|:|le Facility v| m
Network Status: Connected
Site Record Count: S4185 Data Snapshots
Last Updated On: 3/18 11:01 AM |T0|:| 10 record counts by environmental Interest vl
Click to map all sites 40.000 -
Lo |
‘2!. Data Status by Source 20,000 4
Livestock 5,843 &8
Public Water Supply 01 | .
Remediation 2,076 Chemica Public W Livestoc Tanks Air Wastew Remedia Solid W Hazarde
Solid Waste 855
Tanks 15,303 Tasks
Wastewater 2,397
Mo 3/18 11:01 AM gafi;al:);}u::l;}adl - Last Rum:  2007-03-07 09:29
efault data download task. z - :
Chemical Storage 7,018 Mot Rume 200708070529
Livestock 631 =
Bublic Water Supply 15,697
3/18 11:01 &M
= i [ New |
Chemical Storage 5.357 &
Current MAAS Identity: dient@windsorsolutions.com
~

ia Start 0w 7 & 7 = RE! HERE sct... % Lotus Domina 0., I Presentations ip - Help.Zip E? HERE Client Help | & ] L 2% o R 1:09 &M




Web Service

= Definition: Information sources/application components whose
functionality and interfaces are exposed to consumers using
standard messaging protocols including:

— Extensible Markup Language (XML) for the payload or file,

— Simple Object Access Protocol (SOAP) as a wrapper for the
payload,

— Web Services Description Language (WSDL) for network
exchange functions and services, and

— Secure Hypertext Transfer Protocol (HTTP) for secure
communication via the internet

Basically: A machine readable Email message

15
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-
What is CDX?

« The Central Data Exchange (CDX) is the

central point through which environmental
data enters the Agency

= EPA’s Node on the Environmental

Information Exchange Network (Inflows and
Outflows of Data to Partners)

17



-
CDX Exchange Mechanisms

CDX Node — EPA’s Web services

Infrastructure on the Exchange Network

— Supports machine-to-machine data exchanges

— Standardized Web service protocols and XML
schemas used

18



e
What Functions Does CDX Provide?

PC &
Internet

Browser S o GE—
Submit s —Translate —=

=
> E-
— >

Web e - -
Services, edit EPA
- & Other
e Systems
Submi'\“"\°
XML,

Binary or
Flat-File

= User registration = Data publishing

= Authentication = Archiving

« Enhanced Security = Distribution

« Translation « Messaging services
« Data validation « Customer support

19



CDX Services

E-Auth
Certificate
Authorities

CDC HHS

* Registers users
» Help Desk

« Official copy
» Archives as needed
» Transaction Log

Documentation

Service Gatgway

?,

QualityofiSenuse

Data

)1
e DAL
3 |

Archive

EPA
Systems

Content
.-_ Translation

Signature/

——== Distribution

Submit Encryption ——
XML,
Binary, or J
Flat Files = BN,
; > Capture and Log Confirm Origin Translate and/or Distribute Data to
GMN’(}“ Submission Data of Submission Edit Data Target Systems
« Audit trail « Digital signature » Format Conversion + Uses “push” or “pull”
« Provides receipt » Encryption) » Performs simple or technologies
Web Management e Scan for viruses complex edit checks « Provides a variety of
Servicgs retes multiple S o e and
. . . » Sends return messages an
NAA_S Security Quality different copies error notifications to gLljsers at
Services AGENCY Assuranceg « Provides copies of several points

Identity Services record to submitter

Management
~ =& Services

=

20




e
User Benefits of CDX

= Responds to Industry/state/program
desires for a common point of exchange
with EPA

= Provides common registration process for
Industry

= Provides standard interface and formats
for users

= Integrates receipt, security, translation,
archiving and distribution functions

= Maintains centralized customer support

21
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-
CDX/Exchange Network Services

You Use with NEI

Centralized, Shareable Web Service Components

1.
2.
3.
4.
5.
6.
7.
8.

Registration (Network)
Authentication and Authorization (NAAS)

Secure Document Exchanges

Data Reporting

Messaging (status, error)

Quality Assurance (validation)

Web Service Management (Monitor Services)

Internal Services: Archiving, Logging, Routing, Distributing,
etc.

23
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CDX/Exchange Network Services

You Use with NEI

XML sent via Internet XML sent via Internet
@ | m— O] —_——
EXCHANGE _Eno
Sate/Local/Tribal -: -:I a IOIrEentnglr?smns
Air Agency Message/ Message/

Notification Notification

e Registration e Authentication/  ® Datg R.eporting
e New Account Authorization e Validation

Setup e Secure reporting ® Messaging
e Monitoring

e Internal Services

24
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Network Desktop Setup

Obtain NAAS/Node ID D) ool
| &

=t

Node Client Setup

-
© a Obtain Obtain e Download Ready to
O btal I l C DX We b I D g £ NAAS/Node ID CDX Web ID Map [Ds Node Client Submit
©
= = Go to CDX to
T D . Contact Node Download and
e Request a NAAS obtain CDX Web |l {1c1p Desk to q install Node
oo user ID User ID, activate map ID: Client
D = account p LS en
w® <
& —
(O]
58
S®
Map IDs = E
2}
=
55
n <
% k7 Review,
o O Request a NAAS approve, setup CDX Web
Z0 User ID, provide —» NAAS account, User ID
. X o information Issue NAAS mapped to
[0}
Download and install 6% e
N W r k D k Complete CDX preregistration, Provide CDX
é CDX Helpdesk calls to confirm and Node client
3 issue customer retrieval key to configured for
activate account. NEI

Ready to Submit

26



Network Desktop Submission

Login

Authenticate

Submit

Get Status

B

Authenticate

Node
Node Client Submission
Download Error Receive
a Log in Q Authenticate Q Submit Q Get Status Q Report, Correct Success
Errors, Resubmit Status

Download report,
correct errors, resubmit

If any of above fail, the
submission fails

© i i
i Issue Submit Download error Receive
e Log into ” Issue
c £ Nodg Client (l(\]le%:vir::r:/?: ' with 1 zip file, 1 * GetStatus * report; correct errors; ’ successful
Es S et XML instance Resubmit report
o D
o 0 7
=4 *
Sa /—) ‘ I I Yes
=
o =
© < / 1
S
n Receive error | | Receive Issue
message; | | Transaction No——» Download
fix errors; D if errors
Resubmit
A
O x Contact Node
-8 g Help Desk if
Z0 problem with
X 2 CDX
oo nodehelpdesk
ozT @csc.com
o Successful
" N validation s
Authenticate user error report varlédac:-?n
@ B Notify EIAG,
S [ . EIAG downloads
§ - Validate no. of documents submission
< - Validate header
=) - Well formed check completed . .
5] - Validate payload operation S;ctt:)es‘?’f)u ves—| Validate Transaction ucc_essfu7ll
_Validate CDX Web account ubmi Schema Status Validate

eceive Success Status

27



Network Node Setup

Node > Internet <= Node

® obtain Node/ NAAS ID

Node Setup

g a Obtain Obtain Ready to
e 2 ¢ NAAS/Node ID CDX Web ID Submit
©
% > Go to CDX to
[S3Ne] Request a NAAS obtain CDX Web
S o user ID User ID, activate
—
D = account
:(é <
(2]
e :
O® Review,
Z 5 Request a NAAS approve, setup Contact Node
= g user ID, provide —» NAAS account, ——P—]——->{ Help Desk to
[0} é information Issue NAAS map IDs
. © user ID
Ready to Submit 0%
eaay 1o su I ?
O x
33 CDX Web
Z0 User ID
X o mapped to
oo NAAS ID
oI
Complete CDX preregistration,
é CDX Helpdesk calls to confirm and
O issue customer retrieval key to
activate account.

28



Network Node Submission

Provide XML File to
Submit to Node
Administrator . Node Submission

Node > Internet i NoOde

E Receive Error Report, Q
= i . Receivs
= to Submit Correct Errors, Resubmit eceive Success Status
RS Provide zipped Contact Node Administrator for errors; n
8 8’ XML file to Node > review error report if provided; correct # ?:ﬁ%i::cxsﬁ:?s;zigr CSUbT £
% E Administratoj errors; Resubmit omplete
8 7'y r'y
[
° —Yes’
o
" 8 % Authenticat Recei I
=8 uthenticate ; eceive error i
ecelve c=Iror Repor 25| | ommme [ st ] | Crige™ || Ree | ] e o Esres
= = Network via XML in:tanée fix errors; D GetStatus Feror
LE CDX Node Resubmit
= ] S5
rom Node ministrator o= f
] D x Contact Node
. 83 Help Desk if
* Z 0 problem with
orrect Errors, Resubmi
] oo — nodehelpdesk
oI @csc.com
. —No e Successful
Authenticate validation validation
user error report e
@ P Notify EIAG,
-8 LN EIAG downloads
=z - Validate no. of documents submission
= - Validate header
Q greliomediciecicompleled Validate Transaction uccessfull
(@) - Validate payload operation Yes— Schema —» Status Validate?
- Validate CDX Web account p
- If any of above fail, the
eceive Success Status

from Node Administrator Talk to Your Node

Administrator!
*Node 2.0 can send e-maill status to user 09




Summary

- Exchange Network and CDX have services being used
by 50 states and 12 tribes

= You can submit NEI data through the CDX Node on the
Exchange Network

— Using a Full Network Node
— Using a Network Desktop/ Node Client

« Local Agencies who are not eligible for grants can use
free node client

= If you are using a full node, establish how Program and
IT staff communicate correcting submission errors.

» Use a node client for this type of annual submission

30



e
Resources

=  EPA Exchange Network
http://www.epa.gov/exchangenetwork
= Exchange Network
http://www.exchangenetwork.net
http://www.exchangenetwork.net/node/
= CDX
http://www.epa.gov/cdx/
= Node Help Desk
— nodehelpdesk@csc.com
— 1-(888)-890-1995 Option 2
=  CDX Node Client (velocity)
https://test.epacdxnode.net/cdx client/
= Network Desktop
http://clientcentral.epacdxnode.net/msi/setup.msi
= NGN Download Info
http://test.epacdxnode.net/ngn

31



Questions?
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Resources

= UDDI Website
https://uddi.epacdxnode.net/uddi/bsc/web

= UDDI Web Services Endpoints

— Search (Staging):
https://uddi.epacdxnode.net:443/uddi/inguiry

— Publishing (Staging):
https://uddi.epacdxnode.net:443/uddi/publishing

— Search (PRODUCTION):
https://uddi.epa.gov:443/uddi/inquiry

33



<3 EPA UDDI and Business Services Registry - Microsoft Internet Explorer

File Edit ‘Wiew  Favorites

Tools  Help

egack - \,_,," \ﬂ @ _;j ;\J Search k-Ef:(’Favu:urilzes @ [‘E{' ; v _J ﬁ

Address |@ https:jfuddi.epacdxnode. netfuddifweb

V| |G| search -~ @ 5 Ehi4zblocked A Check ~

%

Google -

N N N N e S R e« e B R~ S e

LT WAL S
OCFO validation service
OECA validation service
OFEl validation service
alidation service
A validation service
OlG validation service
OPPTS walidation service
ORD validation service
OSWER validation service
OW validation service
Performance Incentive Programs validation service
Permission_SoapService

Pesticides Programs validation service

Pesticides validation service

Physical Aspects validation service

Pollutants Toxics validation service

Pollution Prevention validation service

Radiation and Radioactivity validation service

Radiation Protection Programs validation service

Details

uddi:0831cdc0-223e-
11db-8550-
265892318533

Service

e

ORPTE walidation service

Validation service for
taxonormy uddii082d12d0-
22Ze-11db-a550-
c2B59231 0535

% Cperational In

Authorized name

o mot signed
4 L]

Back W( View as XML

)

DETAILE

=k

EIHDIHGE

CATEGORIES
IE—
L 15
-

FERMISSI0HE
——————

(
L ( Delete W(

Edit

w

(%



-
UDDI - Web service access

= Get all network node addresses from the UDDI
= dim serviceList

= servicelist = Array()

= Create a node client object

= set myClient = CreateObject ("NodeClient")

= myClient.SetProperty "XMLParser", "1*

= Call Service

= serviceList =
myClient.GetNodeAddresses("https://uddi.epacdxnode
.net:443/uddi/inquiry”, "uuid:9a70cac0-8081-11d9-
bd6b-a4522580bd6b")
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-
Web Service Response

ttps://216.226.179.156/node.webservices/nodeservices.asmx ~
ttps://www.dec.state.ak . .us/ias/Xnode
https://azdeq.gov/jboss-net/services/ADEQNetworkNode_v11l
https://dpxn0l.adeq.state.ar.us/service.asmx
https://node.calepa.ca.gov/node/service.asmx
https://test.epacdxnode.net/cdx/services/NetworkNodePortType_v10
https://cdxnode.epa.gov/cdx/services/NeworkNodePortType_v10
https://enode.dphe.state.co.us/node/service.asmx
https://denodel.dnrec.state.de.us/denetworkNodell/Node.asmx
https://cdxnode.epa. ovfcdxjserv1ces!NetwnrkNodePortType v10
https://node.deq.qid aﬁo gov/axis/services/NetworkNodePortType
https://157.91.43.10/node/services/NetworkNodePortType_v10
https://idnrtb5.dnr.state.ia.us/xanode/services/cDxService
https://165.201.142.7 /Node/Service.asmx
https://198.182.163.87 :4445 /node/services/NetworkNodePortType_v10
https://mde-node.mde.state.md.us/xanode/services/CDXService
https://massdx.dep.state.ma.us/service.asmx
https://securel.state.mi.us/node.webservices/nodeservices.asmx
https://neient.pca.state.mn.us/xanode/services/CDXService
https://www.dnr.mo.gov/xanode/services/CDXService
https://161.7.9.182:4458/node/services/NetworkNodePortType_v10
http://164.119.180.7:8090/axis/services/CDXService
https://eidea.state.nm.us/NMNode/services/NetworkNode
https://wwwl.dec.state.ny.us/nodeservice/services/Node
https://149.168.30.155/ncnode/services/NetworkNodePortType_v10
http://ndcdxnode.doh.nd.gov/service.asmx
https:j!node.deq.state.og.usjnodejService.asmx
https://node.deq.state.or.us/node/node.asmx
https://205.172.107 .147 /xanode/services/CDXService
https://eqcweb0l.dhec.sc.gov/axis/services/NetworkNodePortType_v10
https://anrnode.anr.state.vt.us/xanode/services/cDxXService
https://205.174.192.33/xanode/services/CDXService
https://test-fortress.wa.gov/ecy/node/node.asmx
https://apps.dnr.state.wi.us/neien/services/NetworkNodePortType




Used to Populate Applications

Exchange Metwork Query Wizard

Select one flow for which you want toguery data, Ifa
flow has a Information web page that is provided and
yioul can click an the link to discover rmore about the
flow,

If you click ‘Refresh Metadata, then the Clisnt wil
download any wpdates ta the list of avalable fows,
hode or services fram the national Metwaork Discovery
SEPYEr,

Select one or more Modes that which to query by left
clicking on each one. Only Modes that support the
salected exchange are listed here.

If & Partnier has published a web site to provide detals
about they way they have implernented a flow, then
this can be accessed by right clicking on a Mode and
lirking to that web page.

Advanced: If all of the Nodes selected accept
Production MAAS credentials then chedk the Use
single Production NAAS Token' checkbox, If howesrat,
any one or mare Nodes requires other forms of
credentials (2., a Test NAAS account) then yuu.need
to uncheck the option, and potentially specify different
credentials for each Node by right clicking on that
Maode. To add additional sets of credentials, you wil
need to access the Advanced Option = Primitives »
Suthentication page and enter additiona credentials
there, These can then be assigned to each Node
selected by right clicking on the Mode and selecting
the credentials to use,

Choose Data Flow and Choose Nodes to Query

Select data flow:

EMDSRequestRefresh
EMDSDataserviceR efresh

AQDE
PEMWDCRefresh

MEI

SubmikTRI

PR
EMDSE:ampleRefresh
EMDAStyleSheetRefresh
SRS
EMD5SchemaRefresh
Wastex
PHwWHostAppend
ORACHK
EMDSParameterRefresh
ENDS

FRS

Refresh Metadata

Select node: select all [

hitps:Mazdeq.govihoss-netisernvicesMOE AN etwarkiode 11
https:fdpxnd1 . adeq.state.ar usfsenice.asmy
hitps:Mnode.calepa.ca.govnode/senice. asmy

httns:fitest epacdrnode neticdysenicesMetworkModePorType_\V10
https:fedinode. epa.gowicdisenicesMeworkhodePortTvpe_W10
hitps:fenode.dphe state.co.us/nodelsenice. asmy
httnsfidenodel dnrec. state.de.usidenetworkhode1 0iMode. asmy
https:fedinode. epa.govicdisenicesMetwarkhodePortType W10
hitps:fnode. deq.idaho.goviaxisisenices/MetwarkModePorType
httnsiM a7 .491.43.10modeisenice sihetwarkblodePortType_W10
https:Mdnth s dar state iz usikanodelsenicesiCOXSenice
hitps:M 64.201.142 Tiblode/Serice.asmy

Additional data exchange information...

Mo Exchange Link Provided




States with Multiple Data
Exchanges sisl b




