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Background

« MACTEC worked with Five State Agencies to
develop an online reporting system for NEI data
complying with CROMERR through an EPA
Challenge Grant

o Participating states: Arizona, Delaware, Indiana,
Kansas and South Carolina

e All use the off-the-shelf software I-STEPS to
manage NEI data
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il 1.

What Is I-STEPS ?

I-STEPS is a 32 bit application developed by MACTEC to
manage air emissions and permit data for regulatory
agencies.

The original version uses Window based Satellite I-
STEPS for distribution to facilities to collect emissions
data. Once deemed acceptable Satellite -STEPS data are
downloaded into the main database. This avoids manual
forms.

Delaware is using an online Satellite i-STEPS system
using terminal servers to receive data from over 100
facilities the last two years.

Data from I-STEPS is exported to EPA in NEI and XML

format using a utility.
ﬂ’ ACTE
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V. System Process Overview

* Agency Creates «Agency » Data into Production i-STEPS
Emission Data Q/A’s Data « Submit Data to EPA

Web \Satelhite 1-STEPS

« Create Logins « Facility Enters

« Distribute Logins / Edits Data

/

CROMERR / \

» Get Certified Candidates - Generate and Sign
« Create Certificates Copy of Record

e Distribute Keys




Web Satellite I-STEPS

e System Setup

— Web Server
 Microsoft IIS 4.0 or better

— Database Server
* Oracle 8.x or better
o SQL Server 2000 or better
 Data Setup
— Data Instance Creation
— Field Definition and Security
— Login Generation
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. Web Satellite I-STEPS - continued

 Acceptance of Data
— Agency QA of submitted Data
— Facility Signature of Data
— Transmission of Data to EPA
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|. CROMERR Process - Certificates

 Associate Keys with Users
o Verify Identity with Public Key

« Contain Key and Information
— Name, Public Key, Email Address, Phone
Number

— Signed by a Trusted Third Party (Certificate
Authority)
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|. CROMERR Process - Certificates

 Datareviewer approves Copy of
Record and signs with Private Key

« System uses Certificate Authority
to verify with Public Key

o Certificate Authority issues
Certificate that is integrated with

Copy of Record
ﬂ’ ACTE
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CROMERR User Registration Process

) 3
= Receive User ID/ 4 ! 9
= ~ | . . .
% Password and Wet Sign Wet Ink ESA Receive User ID Receive Private
L Ink ESA and Password Key
4 Y Y
a L Creati User 5 6a
[ Generate Data . : Wet Ink 6b
) »  Registration Create User ID ’
> Entry User ID and Packet (Data Ent Management and Password Generate Key List
< Password and Wet Ink ES Ar)y System
(3]
T2
o5 8
= Generate Public
g = and Private Keys
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:/MACTEC, Inc.

Slide 10




|. CROMERR Elements and Process

Web Satellite i-
STEPS

\\ Record
5 :

1. PDF / XML Copy of

. Review Data
Certificate 3. Sign Copy of Record

Server Viewer 1. Splash Screen
Copy of (OK/Cancel)
Record 2. OK — Sign with Private
N Key
Sign | Exit | 3. Vel'ify with Public Key
Email 4. Issue Certificate
S 5. Email to Submitter

6. Email to Agency
4. Signed Copy of Record to

Wffy : DART
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Process Flow for CROMERR Copy of Record Viewer

Sign

Signature
Ramification -
Continue?

Cancel

v

Back to Viewer (4

Copy of Record
Viewer

—

t

Select Function

Print

OK—p

Certificate
Authority
Verifies
Private Key

Valid
Signature?

Print Copy of
Record

Problem Screen

Back to Viewer

Exit

New Copy of
Record?

Yes

Kill Copy of
Record

Email Submitter
Confirmation

Update Date
Signed in DART

Unlock Data

4

Close Viewer

A
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VIl. CROMERR Requirements and Compliance

Web Satellite i- 2.1/ 7.11. PDF /XML Copy of
Record

2. Review Data

3. Sign Copy of Record
8. 1. Splash Screen

(OK/Cancel)
Certificate 3. || 6. 2. OK — Sign with Private
Server Key
5. ]| 9. 3. Verify with Public Key
4. Issue Certificate
4 5. Email to Submitter
Email 6. Email to Agency
Server 4. Signed Copy of Record to
DART

CROMERR Requirements
1. Timelines of Data Generation

1 2. Copy of Record

“,_I‘ - 3.Integrity of Electronic Document
< 4.Submission Knowingly

DART

5.Validity of the Electronic Signature

4

6. Binding the signature of the document /
7. Opportunity to review J
8. Understanding the Act of Signing JMACTEC’ InC'

J‘he Electronic S nat re %reement :
and Registration- tIn Sighature. Slide 13




I1l. System Benefits

 Improved Quality of data

e Reduced cost of data collection &
submission

 Paper reduction
 Improved access to data
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