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Overview: of Federal recerd keeping

Eederal agencies publish rules which
SPEeciiy Implementation: reguirements; for

e laws they: enferce.
Eor EPA Alr Program:: 40 CER

The numer of federall records required,
Incllding asseciated @A, continues toe
IACrease.




Trend toward E-record keeping

Reinventing Government Policy: 1995

Reimventing Envirenmental Infermation Repert 1996
Reduce burden of compliance & regulatory. repoerting

Gevermment Papenvoerk ReductionrAct 1998
Mandated the substituting off e-infermation; by Oct 2003

OMB ‘E-Goevernment Initiative:

I generall, advances in toels and technologies fior
iransfening and managing; data have: Incheased
productivity Infgevernment anal PUSINEss




EPA'S response

I 2001, Cross Media Electronic Reporting
and Records; Rule (CROMERRR) propesed
eI 40  CER

Response o, propoesed rule streng

2005, re-proposed minus records: or
record keeping:




Electronic Reporting

“Electronic reporting Is; shamng Infermaten
By sSUbMItHAG 6rF accepting compliance
feports, lalh data, permits or other
transactions fifem regulated facilities,
states, tries or other stakehnoelders; by
Other than paper means:*




Electronic Recordkeeping

“Electronic recordkeeping Is the stenng,
maintaiing and retreving eff decuments
and recerds Whlle ensurng thelr
authenticity’ analintegrty:*




Einal CROMERR

Published Octeber 13}, 2005
Effiective Januany 141, 2006
Jior e codiified asyPart 3f of litie 40 of the

Code ofi Eederal Regulations (CER)




What Final Rule Does

Removes all regulateny olstacies 1o e-reposting
Under ERPA and EPA-auithorized programs;

SEets reguirements for electronic reporting te
EPA;

Reguires; EPA approval o moadificatiens ol

ievisionsi te authorized programs that allow:or:
Wish te) allow’ e-reperting;

Creates a special, optionall process for optaining
EPA approvall ofi program: moedifications of
fevisiens related tere-repoertings;

Sets mandatery standards for e-reporting
systems operated by authoernzed programs.




New: Paiit 3' Reguilation

Stibpart A'— General Provisiens
x Definitions Ini section 3.3.

Subpart B — Electronic Reporting to ERPA.
Subpart € — Reserved.
Subpart b — E-Repoerting| under EPA-Autherzed

Pregrams

m Section 3.10001- revising/modiiying authenzead
programs.

m Section 3.2000 — reguirements for authorized
program electronic repoerting systems.




Final rule does not...

SEet reguirements;for e-record-keeping;
Make: e=repoerting mandateny;

Prehibit mandatery e-reporting tunder
other fiederal, state, tre or lecal |aw;
Initiate e-reperting el SPECIHIC Programs;—
EPA muUst publishra Feaeral Reg/ster noetice
10 “tUI on” e-reporting for specific
programs.




Einal rule applies; to:

PErsens ol entities that stlomit reports o
documents; ter EPA ter satishy ether parts of hitle
40—

s regulated entities

m states, tres or Iocal gevernments; N a few: cases

States, trkes and lecall gevernments that
administer authoerzead programs; Under hitlie 40,
When they: receive reperts or decuments; Under
these authenzed programs.




Einal rule does net apply. to:

Doecuments submitted vial fiax: err magnetic or
epticallmedia;

Data transters Between; ERPA and states, Lrihes or
locall gevernments —

s as part ofi thelr authorized programs, or

a  aS/a part effadministrative arangements With ERA;

Sulbmissions: ter EPA not under itle 40;

SubmIssIons to states, trikes or local
governments not under thelr autherized
programs.




E-reporting Systemi Processes

Registration — signature: previsions
Signature Precess)— signature previsions

Sulmission’ Process — general anad
signature previsions

Signature Validatien — signature’ provisiens

Copy. of Record — general and' signature
ProeVISIONS




E-record keeping in ambient
MeRIterNg

Signature log
Chain-ef-custody precedures
Maintenance legs

Statien; activity 10gs

Measurement records, (often a preprietary
datahase)

Backup: strp chart recends
Calibration data
Standarads certification




E-record keeping:
Implementation Guidelines

EFrom ©OAQPS In 6/05

x Reliability’ of system and procedures

= Backup

s Authentication

s Integrty e electrenic researchi Irecolras
s Correhoeration

= Recommendatiens




E-record keeping:
Example Systems

EDA: selected commerciall Vendor
(Decumentum)

NIHEERIL selectedl based! (1n part) on EDA cheilce
(NUGenesis/becumentum)

Superfund/OEl developed: Enterprse Content
Managenment System (ECMS) prototype
develepment (Documentun)

EPA/ORD=LV: Quality: of Infermation
Management & iechnolooy; Computer
Operations Checklist’




Conclusion

CROMERR does not apply. te; e-record
KEeping e data reporting

Other agencies have meved alead; we
can lear fireny their experences

Fhere 1s an outliine of Implementation
Guidelines frem OAQPS

Sharel infermation on hew: data 1S secued
electronically’ I MonIterng progiams
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